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Instant Workshops 
Password Managers 
This workshop explains how to use the free Bitwarden software to store and use 
passwords for websites and other applications. 

 

Transcript 
In this workshop, I’m going to show you a tool for managing passwords. I used to put 
these on sticky notes, or even little labels underneath my keyboard. It worked really well 
until I started using my phone more, and I didn’t have my notes around. Besides, almost 
every site needs a password now – I’m running out of sticky notes, and it’s not safe to use 
the same password everywhere. 

Now, there are many software tools – called “password managers” – you can use to deal 
with this problem. Tools like LastPass and 1Password offer subscriptions for their service, 
and some also provide free, basic access. Bitwarden is an open-source alternative that 
provides pretty good features for free.  

This is how password managers work. I have one main password, which Bitwarden calls a 
“master password,” that I use to unlock all of my other ones. Bitwarden has a “vault” 
containing all my online accounts and passwords. When it’s unlocked I can easily use 
them – without having to remember any of the passwords at all. Every password can be 
different, long, complex, all of this makes them more secure. The software has a built-in 
password generator, as well. Most importantly, Bitwarden is accessible from my 
computer AND my phone, so I have access to all my account passwords on all my 
devices. The only thing I need to remember is my main password. Does this sound good? 
Then let’s get rid of these sticky notes and get you set up with Bitwarden! 

Bitwarden comes in two pieces: the software for your desktop or phone, and a web 
browser extension that will let the software interact with websites. 

First, we need the desktop or mobile software. You can get it from 
https://Bitwarden.com/download/. There, you’ll find versions for most operating systems.  

On Windows, you’ll download an EXE file that you can install from your downloads folder. 
On a Mac, the link will take you to the App Store where you can get it with the Get button. 

Second, you need to connect Bitwarden with your web browser. You can do this from the 
same download page at https://Bitwarden.com/download/. I use Firefox, so I’ll select that 
button, and then “Add to Firefox.” An introductory screen with a tutorial video appears, 
and on the left you’ll find a login button.  

To log in, we first need to create a Bitwarden account. I’ll do this through the web 
browser extension I just installed, but you can also do it using the desktop software OR 
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through the Bitwarden website. In the web browser, select the “Create Account” button 
on the left. You’ll be asked to provide an email address and to create your Bitwarden 
“master password.” This is the main password that you will use to unlock all of your other 
passwords, so make it something memorable AND easy to enter.  

One suggestion is to use a site like https://passwordcreator.org/, which I can open here in 
a new tab. By default, this site generates English passwords, but you can select French 
from a link at the bottom of the page. The “Common Words” passphrases are great, since 
they use English or French words, and they’re easy to remember, so I’ll use one of those.  

With your password created, you can log in to Bitwarden in your desktop software and 
set some preferences. Launch the software and log in with your new account details.  

Select File -> Settings on Windows, or Bitwarden -> Preferences on a Mac. Here, you can 
specify how long the software should wait before “re-locking” your vault. You can set up 
a PIN code to use as an alternative to your password. You can also set the software to 
automatically start when you log in to your computer, or change the default language. 
Once these preferences are set the way you want, select Close. 

This returns you to the Bitwarden software interface. You can use the desktop software 
to manage your logins, but it’s often easier to use the web browser to save a login for a 
site, so I’ll show you that. 

Let’s use Bitwarden to store login information for Twitch. Let’s start by going to the 
Twitch.tv site – if you don’t use Twitch, use any other site that you need to log into. 

The Bitwarden browser extension appears as a blue shield icon at the top of the browser 
window. It may be on the right or the left, depending on which browser you use. You’ll 
notice that it says there are no logins available. No problem: I’ll select “Add a login”.  

The next screen has already listed the Twitch website address, so I don’t need to enter 
anything there. In the other fields, I’ll list my Twitch username and my Twitch password. 
Since this is a site I use a lot, I’ll also check the “favorites” box underneath. 

In this example, I’m saving information for an account I already have. But if I’m new to 
Twitch and I’m creating an account for the first time, I can also use Bitwarden to generate 
a password for that new account. To do that, select the arrow icon on the far right. If you 
hover over the icon, the text “Generate a Password” will appear. Select it. Here, I have the 
option of using a password or a passphrase, setting the length of the password, and 
more. These options are helpful on sites that have rules about password length or how to 
use special characters. Once I have a password I like, I choose “Select” in the upper right-
hand corner. With the new password filled in, I select “Save.” I can now copy and paste 
this password into the account creation screen on the website I’m registering for. That’s 
it: I never have to remember this password again! 

Here’s how to log into a site using Bitwarden. In a new window, I’ll go to the Twitch 
website. I’ll select the login button, and the account information box will appear. 
Bitwarden’s blue shield browser icon now displays a small number, giving a visual 
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indication that Bitwarden has a listing for one account at this site. To use it, select the 
blue shield icon. A window appears with my Twitch account listed. I need to select that 
item, and… it automatically fills in my username and password on the Twitch site. 

With Bitwarden set up, I can stop using sticky notes for my passwords. I can access the 
password vault from my desktop, through the web browser, or from my phone. My phone 
is very handy when I’m at the library or a public location where Bitwarden isn’t installed 
since I can always show the password on my phone and then just copy it and type it in 
manually. 

Password managers all have similar features, and in this video I’ve showed you the basics 
of Bitwarden. If you need more help with password management in general, contact your 
institution’s IT support service or your library. 

 

Instructions 
Install Bitwarden desktop and browser extensions 

1. Navigate to https://www.Bitwarden.com/download/ 
2. In your web browser, select the Bitwarden Desktop version matching your 

operating system: 
a. The Windows version will prompt you to download an EXE file. Locate and 

run this file from your Downloads folder. 
b. The MacOS version will redirect you to the Mac App Store. Select the Get 

button to install the application. 
3. In your web browser, select the Bitwarden Web Browser option matching your 

browser of choice. Follow on-screen instructions to add the extension to your 
browser. 
 
The Bitwarden extension will appear in your web browser’s top bar as a blue shield 
icon. After installation, a Bitwarden welcome screen will appear, with a login option 
on the left-hand side. 

Create a Bitwarden account 
1. Access Bitwarden’s account creation system in any of the following ways: 

a. Select the “Create Account” option on the left-hand side of the Bitwarden 
web browser extension’s welcome screen. 

b. Launch the Bitwarden desktop application, and select the “Create Account” 
button. 

c. Navigate to https://Bitwarden.com/ in your web browser, and select “Get 
Started” from the upper right-hand corner. 

2. Provide an email address and name for your account. 
3. Provide a strong and memorable password. You may use a site like 

https://passwordcreator.org/ to help generate a strong password. 
4. Read and agree to the Terms of Service and Privacy Policy, if prompted. 
5. Select “Submit”. 
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Add a username and password to Bitwarden 
1. Navigate to any website for which you’d like to store a username and password. 
2. Select the blue Bitwarden shield icon (it may be on the right or left-hand side of 

your browser window, near the top) and select “Add a login” 
 
A login creation form appears in a Bitwarden dropdown window. 

3. Enter your username and password information. 
 
If you do not have a password for the site yet (for example, because you are 
creating an account for the first time), you can use the built-in password 
generator: 

a. Select the “password generator” icon on the right hand side of the 
password field. 

b. Choose whatever password options you prefer. Some websites have 
requirements for password length, use of special characters, etc. and those 
may be specified here. 

c. Once you have a password you’d like to use, choose “Select” in the upper 
right hand corner of the Bitwarden dropdown window.  

d. If you are creating an account on a new website, copy your new password 
so you can paste it into the website’s account creation fields. 

4. Select “Save.” 

Use Bitwarden to log into a website 
1. Navigate to any website for which you’d like to use an existing username and 

password. 
2. Select the blue Bitwarden shield icon, and then select the current website from the 

dropdown list. 
 
If no website appears in the dropdown, or if you see an “Add a login” message, you 
may need to store your login information in Bitwarden OR create a new account for 
the site. Do this using the steps in “Add a username and password to Bitwarden.” 
 
Bitwarden will enter your username and password information into the website’s 
login fields. 

Select the “submit,” “OK,” or other button to send your login information to the website. 

 

Review 
Task for Learning 
Successfully store and use an account password in Bitwarden. 

Review Question 
How does a password manager help you practice better password safety? 
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a) It helps me create a single very strong password that I can use with all of my 
accounts. 

b) It helps me use different passwords with all my of accounts that I can access with 
a single main password. 

c) It helps me improve my memory so that I can more easily memorize all of my 
passwords. 

d) It helps me keep my passwords safe by storing my logins on my computer and my 
passwords on my phone, so that both devices are needed to access my accounts. 

The correct answer is on the next page. 
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Review Question Answer 
The correct answer is b) It helps me use different passwords with all my of accounts that 
I can access with a single main password. 
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